Concept of Operations (CONOPS) for
Evaluation of Latent Fingerprint Technologies (ELFT )

(Rev. E, 1 Nov 2007)

The National Institute of Standards and Technology (NIST) is conducting a series of
tests for evaluating the state of the art in automated latent fingerprint matching. The
intent of the testing is to quantify the core algorithmic capability of contemporary
matchers. The testing will be conducted using software-only implementations, and
utilizing NIST hardware.

The umbrella project for the series of tests has been named Evaluation of Latent
Fingerprint Technologies (ELFT). The scope and structure of these tests are based
partly upon lessons learned from the April 2006 NIST Latent Fingerprint Testing
Workshop, supplemented by technical interchanges with workshop participants and
vendors. The initial round of tests was initiated in April 2007. Computer runs concluded
in July, and the analysis of the results was posted on the website in September 2007.

The principal objective of this report is to provide a “snapshot” of the thinking, analysis,
and planning that went into ELFT. The report is not intended to provide any test results
or conclusions. These will be presented in subsequent reports.

While the immediate goal of ELFT is to assess automated technology, the long-term
goals go far beyond simply quantifying performance. It is fully expected that
understanding the performance envelope and limitations of contemporary matchers will
lead to improvements in technology. These in turn, will lead to enhanced performance
for searches of ten-prints and plain impressions against unsolved latent
databases/watchlists. Equally important, technology improvements will provide law
enforcement the capability to search their unsolved latent fingerprints against ten-print
files with greatly reduced effort. Figure 1 provides a schematic of the overall ELFT goals.
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ELFT is structured as a multi-year project, and the full impact of this work may not be felt
for several years. The first part of this project, ELFTO7 (07 is the year), consists of two
tests, run in a “lights-out” environment. The two tests have been termed Phase | and Il.
Phase | is a proof of concept test, whose main purpose is to demonstrate integrity of the
software in a lights-out environment. During Phase | the software will demonstrate: a)
automated feature extraction from latent images; b) the ability to match these features
against enrolled 10-print backgrounds; and c¢) generation of candidate lists. Phase Il will
then employ a larger database to quantify the achievable performance (“hit rate”) for
automated searches. A schematic diagram for ELFTO7 is provided below.
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Figure 2 — Schematic of ELFTO7

In subsequent years (2008+) we plan to expand the above tests in several ways. First,
we plan to augment the ten-print databases with a mix of rolled and plain impressions
(“flats”). These will enhance NIST’s and the latent community’s understanding of the
challenges of matching latents against flats. Continuing this line of investigation, we will
then transition to searches of plain impressions against databases of latent images
(sometimes referred to as reverse searches). Initially these tests will be restricted to
single-finger searches, and subsequently will be enlarged to multi-finger latent searches.
Figure 3 provides a diagram of the augmented latent testing plan.
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As shown in the figure, envisioned tests include: a) latents and mates scanned at
enhanced resolution (1000 and 2000 ppi); b) latents lifted/developed/processed in
diverse manner (i.e., how was the image actually produced from the latent); c) latents
matched against latents; and d) searches employing new or non-traditional features
(e.g., level-3 features).

NIST is also looking into the development of latent image quality measures (LIQM). The
principal function of the latent image quality measure is to provide a good indication of
whether a latent is amenable to automated (“lights-out”) matching. Only latent prints of
higher quality measure would be submitted for lights-out matching. The development of
a suitable quality measure might require addition testing, not encompassed in the above
diagram.
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! The API is available at http://fingerprint.nist.gov/latent/elft07/elft07_api.pdf
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Phase | is primarily intended to be a proof of concept test, it will nevertheless
provide a certain amount of performance statistics. Only aggregate statistics (combining
all successful participants) will be published. Individual results will be disclosed only to
the owner of the respective SDK.
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Figure 6 — Complement of Cumulative Distribution fo r True mates and Impostors
Figure 6 provides the complement of the cumulative distribution (1 — Cum_value) for two
cases: a) when the search is matched against the true mate, and b) when the search is
matched against an imposter (FAR). (The fact that both curves go to zero reflects the
fact that very high scores become increasingly rare, for true mates as well as imposters.)

By eliminating the score between the two curves of Figure 6 one obtains the DET curve,
as shown in the next figure.
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Figure 7 — Specimen DET Curve

For Phase Il we will employ a larger database so as to improve the statistics. The results
will be published as aggregate statistics, as well as individual participant statistics (for
those participants electing to continue to Phase ll).

/$! ) Speed of execution,
for both enroliment and latent search, is of secondary importance. However, in order to
conduct these tests in a reasonable amount of time NIST must impose some limitations.
These are covered in Section 11. In reporting timing measurements NIST will specify the
exact hardware that the software was hosted on. NIST will in addition caveat timing
measurements by noting that operational latent searching algorithms are likely to be
implemented in more sophisticated hardware.

NIST recognizes that latent searches pose many special problems. One of these is that
“strong hits” may have widely different matcher scores (for example, depending upon the
number of minutiae). This may place challenges on the DET approach. Largely for this
reason we have recommended the inclusion of a normalized score that attempts to
compensate for the matching score variations. See Sections 13 and 14 for further
discussion.

A comprehensive discussion of performance metrics and their definitions is found Patrick
Grother, Ross Micheals, and P. Jonathon Phillips, Face Recognition Vendor Test 2002
Performance Metrics , 31 March 2003. See also

e http://ois.nist.gov/nistpubs/technipubs/recent/search.cfm?dbibid=13808
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The term “lights-out,” as used in this document, will indicate that no human assistance
will be required in conducting the latent searches. In particular, all feature extraction
steps, both for the enrolled images and for the latent images, must be performed entirely
by the SDK under test.

There are good reasons why NIST selected the “lights-out” mode of testing:
1. It decouples the skill of the human expert from the intrinsic merits of the software.

2. It protects the privacy of the test data by keeping the data in house, and not
requiring examination by non-government personnel. This mode of testing allows
the use of Sensitive but Unclassified test data.

3. It encourages a forward-looking view of how latent searches might be done in the
near future. It is anticipated this broader outlook will lead to technical innovations.

Algorithmically speaking, “lights out” consists of two separate concepts. The first is
automated feature extraction (and of course matching). The second is candidate list
reduction. NIST envisages that in the near future automated search capabilities will
assist latent experts by reducing the size of candidate lists that they need to examine by
eliminating the more obvious “nuisance” non-matches. We refer to this part of the
automated matching as candidate list reduction. To achieve effective candidate list
reduction may require additional computer processing, including the development of new
algorithms.

Although this is a “lights-out” test NIST will use some human assistance in the data
preparation phase. Any such assistance will be provided indirectly by NIST, and might
include a) cropping and/or re-orienting of selected latent images, and b) specifying a
region-of-interest in the from of a mask. The mask will be a byte image conformal with
the size of the latent image. Initially only two values will be used for each pixel, 0 and
255. A zero value will indicate “do not use this pixel,” while 255 will indicate a “good”
pixel. In the future these two values may be augmented by other values to indicate finer
gradations of quality. NIST will also involve latent experts for examining potential
consolidations and for resolving contested or unclear results.
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NIST will host the participant’s software (SDK) on a high-end PC (workstation/server
type). Although these PCs include of a mix of models, a “typical” PC will have the
equivalent of a Pentium 4, 2.8 GHz processor, or higher; 2 GB of memory; and at least
50 GB of disk memory. The participant software must be able to reside and execute on
this single PC. NIST, at its discretion, must be able to copy the software to several PCs
to expedite or scale-up the testing. These computers are configured with either a
Windows 2000 or Linux operating system.

' &

The software undergoing testing will be hosted on NIST-supplied computers. The
executable modules will be built up from two sources: 1) participant-supplied software
provided in the form of a Software Development Kit (SDK), and 2) NIST-supplied
software. The core of the executable module is of course derived from the SDK. The part
supplied by NIST is mainly concerned with the image retrieval and manipulation.

Participant’'s SDK

NIST-supplied
Library

set_background()

Selects background
latents will be

searched against

extract_image_data() free_image_data()

image_search()
Searches background
for potential mates to
latent

enroll_background()

De-allocate memory
for fingerprintimages

Get the ten rolled
fingerprint images

Enrolls the entire set
of background images

enroll_latent()
Enrolls the latent
which is searched

against background

Executable Latent
Search Module

Figure 8 — Executable Software is a Combination of Participant-supplied (SDK) and NIST-
sunplied Software

The participant may supply their SKD in a Windows 2000 or Linux implementations. The
Application Programming Interface (API) specification provides further details regarding

the format in which participants must submit their software. See &
http://fingerprint.nist.gov/latent/elft07.html

Execution occurs in two passes:
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1. Enrollment of Background Pass:  The first pass performs feature extraction of the
background fingerprints. This process converts images into proprietary “feature”
representations. The output of this enrollment is at the discretion of the participant,
except that all extracted data must be written into a single directory. The background will
consist entirely of rolled impressions of ten fingerprints during Phases | and II, and will
be augmented by plain impressions (“flats”) during some of the subsequent phases.

The following diagram summarizes the background feature extraction pass.

extract_image_data()

—> Background
enroll_background() Features

free_image_data()

v

Done all
Background?

Background
Images

Figure 9 — Logic and Data Flow for Executable Enroll_Background
Module

2. Matching Pass: During this pass each latent search image is matched against the
enrolled data and a candidate list is generated. The details of the searching process are
unregulated by the API. In particular, participants may invoke multi-stage algorithms
within the top level search function call by NIST.

Prior to the actual search, but part of pass two, is the enrollment of the latent image. The

details of the latent enrollment process depend whether a latent Region of Interest (ROI)
Mask is specified or not, as shown by the following figure.
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enroll_latent(*)

Latent
Images

ROI Mask
(Image)

ROI
specified
2

Extract Features
Without Assistance
of ROI

Extract Features
Using ROI

> B
Features

Figurel0 — Logic and Data Flow for enroll_latent() Function
The following diagram summarizes the logic and data flow during the matching pass.
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Candidate
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image_search()

Done all
Latents?

NIST-controlled loop

Figure 11 — Logic and Data Flow for Executable Search Module

Participants will be supplied a Validation Dataset to test their software before submitting
it to NIST. Participants must submit candidate lists from the Validation Dataset to NIST.
Once NIST has received participant implementations it will rerun the test and check its
candidate lists against those submitted. If a difference is detected, or if other problems
are encountered, the participant will be required to respond to NIST requests for updated
implementations.

NIST may provide a latent image with an accompanying region of interest, in the form of
a “mask.” This mask will be a byte image conformal with the size of the latent image.
Initially only two values will be assigned to each mask pixel, 0 and 255. A zero value will
indicate “do not use this pixel,” while 255 will indicate a “good” pixel. In the future these
two values may be augmented by additional values to indicate finer gradations of quality.
The participant’s software should default to “no mask option” when no mask is supplied
by NIST. The participant may use this information as they see fit. NIST plans to run the
test with and without masks, but employing the same search and background. It is
expected that searches with a mask will generally produce superior results. Quantifying
the amount of improvement is a test objective.
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NIST will also involve latent experts for examining potential consolidations and for
resolving contested or unclear results.

11. Timing Requirements

For ELFTO7 NIST will allow the simultaneous submission of two SDKs, a primary and
secondary. It is envisioned that the first (primary) SDK would be a “slow but accurate”
version of the software, while the second would be a “fast and but less accurate.”
(However, these are suggestions, and need not be followed. The participant may submit
any two SDKs, subject to the timing restrictions below. The participant need not supply
any details regarding the differences between the two SDKs which might reveal
proprietary information. )

Execution time is a concern. While we plan to allow “generous” execution time, we
request that participants remain within the following limits:

Phases | and & Il Execution Time Limits

Primary SDK

Background

Enrollment Total Time (seconds) > 150 * (number of ten-prints in background)

Latent Enroll 350 seconds per image for Phase |; 600 seconds per image for Phase I

Search Time per Search (seconds) > 0.2* (number of ten-prints in background) ... Phase |

> 0.25* (number of ten-prints in background) ... Phase Il

Secondary SDK (Phase | only)

Background

Enrollment Total Time (seconds) > 80 * (number of ten-prints in background)
Latent Enroll 250 seconds per image

Search Time per Search (seconds) > 0.1* (number of ten-prints in background)

(Comments and questions should be submitted to the evaluation team at
latent@nist.gov.)

NIST has created a website to serve as the central repository for all information
regarding NIST's latent fingerprint activity. The URL is & http://fingerprint.nist.gov/latent.
It links to the ELFT-07 testing & homepage which contains:

Application form for ELFTO7

API specifications for participants' implementations

This document (CONOPS)

Summary of NIST Latent Fingerprint Testing Workshop, and
FAQ

arwnE
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The schedule is tabulated below. The later entries are subject to certain

However, NIST intends to adhere to the schedule as closely as possible.

ELFTO7 Phase Il Master Schedule

Action Actor Date
Announcement of ELFT Phase I NIST 2007-11-2
Publication of Phase Il CONOPS NIST 2007-11-2
Publication of Phase Il API NIST 2007-11-5
Publication of Phase Il Validation Dataset NIST 2007-11-9
Deadline for Submission of SDK and Validation Dataset Results Participants | 2007-12-3
(Withdrawal after this time will be reported in Phase Il Final Report)
Deadline for Completion of SDK Acceptance Testing NIST 2007-12-14
Commencement of Phase Il Test (NIST) NIST 2007-12-17
Announcement Of Additional SDK Submission/Acceptance Terms NIST 2008-01-14
Completion of Phase Il Test NIST 2008-05-16
Publication of Phase Il Final Report NIST 2008-06-30
Workshop to summarize Phase Il and to plan subsequent phases NIST TBA
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Sample Candidate List
Required Part Optional Part
Mate | Finger | Abs. Prob. No. Matched | Quality | Quality
Index | No. Score Of Latent Minutiae | Latent | Mate

contingencies.
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True Minutiae
Match
1 | 731 2 3513 93 18 12 70 80
2 | 103 1 605 5 18 5 70 60
3 | 207 7 513 4 18 5 70 90
18 70
18 70
18 70
50 | 107 9 422 3 18 4 70 70
! (( )
) &M 3
0 &
3
3

14.1 Supplemental Notes to Section 1.0 -- Concepts  of Operation for “Improved
Watchlist Searches”

A major goal of this project is to improve searches of watchlist/lookout-lists. It is
becoming increasingly common to capture live fingerprints of arriving passengers at
ports of entry and similar venues. The capture fingerprints are then compared to
fingerprints of the person on file (one-to-one comparison, or validation match); they may
also be searched against selected watchlists (one-to-many search). The diagram below
shows capture of the two index fingerprints at a port of entry. (This will be supplanted by
the capture of all ten fingerprints in the near future.)

&# "2 % & # $ -
! o ) )

) Verification, or one-to-one searches, are generally
performed by matching with plain impression taken at a previous time. Watchlists or
Lookout-lists contain the fingerprints of prior offenders, or persons of interest. They may
be comprised of any of the types of fingerprints, though latent fingerprints are generally
kept in separate files, exclusively dedicated to latents.
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In watchlist/lookout applications plain-impression fingerprint are acquired onsite (e.g., Port of Entry)
in real-time, and using livescan equipment. These plain-impressions may then be matched against
any or all of three types of fingerprints, as shown. Ideally the computer matching should occur in
real time.

Figure 13 — Plain-impression may be matched against any of three types of
fingerprints

The simplest and clearest example of the applicability ELFT is to watchlists comprised of
latents. However, there are several other ways in which ELFT may contribute to the
point-of-entry scenario:

@ Low-quality livescan images provide many of the same challenges as do latents.
Improvements in latent matching should therefore transfer to real-time livescan
matching. (Livescan images they are subject to “retake,” but the number of
retakes is necessarily very limited, because of the need to expedite the
processing.)

@ To provide searches of watchlists in near-real-time, substantial algorithmic
improvements are required. The multi-stage matching approach used by some
latent matchers may offer a solution.

@ For increased search accuracy, additional features (e.g., level 3) might be
required. A goal of ELFT to examine the performance increases provided by
selected new features.

14.2 Supplemental Notes to Section 1.0 -- Concepts  of Operation for “Improved
Criminal Latent Searches”

18



A second major goal of ELFT is to provide “an automated latent search capability” to
latent examiners. By this we mean that latent examiners should have the capability of
screening their latent images with a minimum of effort. We use the term screening to
emphasize that such searches are not fully equivalent to traditional searches. Figures

12a and 12b provide somewhat idealized schematics of how such automated screening
might work.

V -1-Collect “Cold Cases”
Latent Fingerprints

V -2-Convert Latent
Images to Electronic
Format (as required)

V -3 -Submit to Automated
Latent Fingerprint Image
Quality Evaluation

(similar to NFIQ)

V -4-Sort Latent Images
Based on
Fingerprint Quality

V Quality Adequate

Vv Quality Inadequate for Automated Search

for Automated Search

V -5- Collect and “Bundle”
Adequate Quality Prints

Figure 12a — Automated Sort (“Triage”) of Latent Fingerprints
based upon Suitability for Automated Searching
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V - 6- Retrieve
Collected “Bundled”
Latent Prints of
Adeauate auality

V Quality Inadequate
for automated Search
--do not use!

V -7- Submit Prints
for Automated Search

V -8-Perform
Automated Search

1 Candidate Found:

No Candidate Subject = M731 V -9- Output
Found Finger = 2 Reduced
Score = 3513 (Short)

Candidate List

Figure 12b --Automated Search of Higher Quality Prints
with Candidate List Reduction

Following such a screening search the latent examiner may single out specific latents
images for more traditional (and labor-intensive) searches.

The examiner can assist the search process by defining a region of interest (ROI) on the
latent image. The examiner may also single out certain images for a more traditional
search by improving the features extracted, starting either with the machine extracted
features, or starting with a “clean slate.”

14.3 Features for Use in Matching

Generally speaking, the selection of the features for use in the matching process is left
to the participant. Matchers need not primarily be a “minutiae matcher.” Matcher

20



architectures in which “advanced matchers” are selectively invoked depending upon
initial results are allowed. For example the matcher might initially use certain core
features in comparing the search (probe) with a background (gallery) subject. The result
of this comparison might produce one of three possible outcomes: 1) the two fingerprints
are too different, and no further effort should be expended on this candidate; 2) the two
are so similar that this is definitely a mate; or 3) the two have points of similarity, but the
match is not conclusive. The third case might then trigger a call to an “advanced
matcher” for further resolution.

If using “advanced matchers”, it is up to the participant to decide if the additional features
(if any) required are to be extracted and stored on disk memory during the enroliment
phase. Since it may not be possible to keep all gallery images in memory, it might be
necessary for the software to retrieve the data from disk during searches. This extra
fetch time will be included in execution time measurements.

Figure 3 shows that approximately a year-and-a-half downstream NIST intends to test
the effect of using augmented feature sets. These will be largely based upon the
CDEFFS feature sets, but are not necessarily limited to these. For a description of the
proposed CDEFFS features please go to the following website

BN

e http:/fingerprint.nist.gov/standard/cdeffs/index.html

These augmented feature tests test will be run in a dual mode: a) first without employing
any new feature, then b) employing designated new features. To allow this mode of
operation a somewhat different format might be required for the SDK.

14.4 Supplemental Notes to Sections 7 and 13 -- Can didate List Reduction

NIST envisages that in the near future automated search capabilities will assist latent
experts by reducing the size of candidate lists they need to examine through elimination
of the more obvious “nuisance” non-matches (impostors). For example, assuming that
one hundred latents are submitted for searches, and that each search produces a
candidate list of twenty candidates, an examiner needs to look at 2000 candidates.
Since a typical identification rate for latent searches might be around 4%, this means
that 2000 candidates need to be examined to find the four true identifications. While it is
true that skilled examiners can quickly dismiss “nuisance candidates,” nevertheless it
does take up valuable examiner time. An even larger concern is that too many nuisance
candidates might result in the true mates being overlooked due to operator fatigue. It is
therefore desirable to minimize these nuisance candidates. We refer to this part of the
automated matching process as candidate list reduction. To achieve effective candidate
list reduction may require additional computer processing, including the development of
new algorithms.

Since candidate list reduction poses many challenges, we plan to implement it in stages.
The initial stage is to introduce a new parameter called Probability of True Match. This is
intended to give a numerical estimate that the candidate is a true mate of the latent. This
parameter should be supplied as a number between zero and 100. The number 100 will
be interpreted as an extremely high confidence “hit.” The intent is to use this parameter
as a key to candidate list reduction.

Certainly the raw matcher score by itself provides a strong clue regarding the merit of a
given candidate. However, by itself it is insufficient. For one thing, there is no agreed-
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upon standard for the range of matcher scores: Does a value of 5000 indicate a high
score? A very high score? Secondly, whether a given score belongs to a true mate
depends upon the size of the background. The larger the background the more likely it is
that large impostor scores will be created. The Probability of True Match therefore needs
to take matcher score and background size into account. Additional information might
also be factored in, such as: a) the score gap to the next candidate; b) the quality of the
latent; and c) the quality of the mate.

There does not appear to be any simple way of computing Probability of True Match,
and participants are encouraged to develop their own procedures. Purely as an
illustrative example, we offer the following procedure.

Assume a background size of N. Assume additionally that some candidate has achieved
a score of S. To fix our ideas assume S = 5000. Assume further that data such as shown
in Figure 6 is available. Then from this figure we obtain TAR = 0.3 and FAR = .00001.
This may be interpreted as: the a priori probability of obtaining a score exceeding 5000
is 0.3 when matching against the true mate. Conversely, the a priori probability of
exceeding 5000 when matching against an imposter is .00001. Note that this is for a
single imposter. The probability that one or more imposters exceed 5000 in a
background of N, assuming independence in match scores, is 1 — (1 — FAR)" . If this is
taken as the a priori probability of an imposter exceeding 5000, then we can renormalize
in the Bayesian sense to obtain the probability that the candidate is a true mate. The
result is shown in the following figure

Sample Calculation P("hit")
(llustrative data)
1.2
1
~ 0.8
£ 06
a 0.4
0.2
0 : : : : :
0 20000 40000 60000 80000 100000 120000
Size Background (fingers)
Figure 13 — lllustrative Calculation of P(“hit") (See text)
! %)
*
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The following list of FAQ is a compendium of questions posed by vendors. In many cases similar
guestions have been combined. Other editorial redactions may also have been made.

Frequently Asked Questions (FAQ)

Question/Comment

Response

Considering the sensitivity of
coding/matching libraries (intellectual
property), it is important to protect the
vendor’s intellectual property and to specify
precisely how the SDK will be used and the
associated confidentiality in or out the
scope of ELFT-07.

This is addressed in Section 6 of the
CONOPS. See also the Application Form.

It will be necessary to include a scope of
usage clause such as:

The SDK'’s submitted will be used
exclusively for the ELFTO7 test;

NIST will do its best effort to guarantee the
confidentiality of the software, scope of the
results, or details of information
dissemination other than that specified in
the test protocol.

Sections 5 & 6 of the CONOPS address
many of these concerns. See also the
Application Form.

The size of the proposed background is
very modest. Wouldn't a larger background
be preferable?

The principal reason for using smaller
datasets is time and logistics. We recognize
that some proposed background sizes are
not as large as desirable for adequate
statistical separation, and that vendors are
concerned that adverse statistical
fluctuations might rank them unfavorably. We
will definitely take statistical significance into
account in publishing results.

It is important to have vendor review of the
draft report before publication and to include
vendor comments in the final report (as per
FpVTE). Will this be done?

Section 5 of the CONOPS specifically states
that this will be done, and outlines the
procedure.

In order to avoid misunderstanding, it is
important that the participant have a precise
description on the measurements NIST will
perform and how they will be computed.
Where and when will this be specified?

Section 4 of the CONOPS provides a start in
this direction. This will be augmented in
subsequent revisions.

There is concern that “AFIS as an SDK”
may not be the most appropriate model for
testing commercial AFIS software. A typical
commercial AFIS application consists of
multiple stages that are optimally mapped
onto a Systems Architecture with a specific

While recognizing some limitations to the
SDK approach, we feel this is the best
practical choice.

In the past NIST has experimented with
testing entire hardware systems, but has
found this approach to be problem plagued.
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Data-flow Model in mind. Such systems are
optimized both in terms of their raw,
number-crunching ability and data flow
(throughput) requirements.

We welcome specific suggestions for
improving the SDK approach.

7 Can more than one SDK be submitted? For ELFTO7 NIST will allow the simultaneous
submission of two SDKs, a primary and
secondary. It is envisioned that the first
(primary) SDK would be a “slow but
accurate” version of the software, while the
second would be a “fast and but less
accurate.” (See Section 11.)

8 | Can different algorithms be submitted for The vendor may submit different algorithms

Phase | and Phase II? across different phases. This includes
Phases | and 1.

9 It is suggested that accuracy and speed for | Figure 3 of the revised CONOPS shows that
searching slap (or rolled or flat) image such testing is planned for 2009. This will
against latent files be evaluated. A need for | probably require some madifications in the
this evaluation is described in NISTIR 7377 | API. (This is probably true for some of the
(Section 2.7, first bullet). However, There other tests as well.)
do not appear to be provisions for this as of
now.

10 | Itis stated ‘NIST will investigate the utility of | For scheduling reasons, as well as simplicity,
human assistance in data preparation we would like to avoid regions of interest
phase’. Does this mean that each latent (ROI) for Phase I.
images used for test will go through the Subsequently, for selected tests we are
described ‘human assistance’ before the considering a double test, one with and one
image, together with marked ROI, is passed | without ROIs. The results would be reported
to SDK for a search? separately.

Or does this mean that NIST will run two
searches for each image, one with the
image and ROI while the image may have
been cropped and re-oriented, and one with
the ‘as it is’ image without ROI?

11 | Region of interest should not be specified We agree, and that is why we have switched
using polygons because there are an to a “mask” format. See also
inherent number of problems with them. Section 10 of CONOPS.

12 | Why is ROI not being provided in Phase 1? | For simplicity and schedule reasons.

13 | Are all latent images used in test of the For the initial testing, all background will be
same resolution? If yes, is it 500ppi or at 500 ppi.
1000ppi? If not, how many different kinds? Latents will be at either 500 ppi or 1000 ppi.

Further “downstream” we envision testing
higher resolutions. See Figure 3.

14 | It has been stated that “the enrolled Plain impressions will not be included in
fingerprints will consist of rolled impression Phases | & 1.
of ten fingerprints”. Could you confirm that See also Figure 3.

(1) No plain impression of any type is
included and (2) All images are single
impression image?

15 | Could NIST provide the information We are reluctant to be too specific regarding
regarding the sources of the latent images the test samples. The concern is vendors
used for testing and how the ground truth might “over tune” to a specific type of data.
was established for the testing data?

16 | Itis stated that the matcher should “produce | We have specified an output candidate list of
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a candidate list of manageable size”. What
is the ‘manageable size'?

50 for phases | and Il. A fairly large
candidate list is required to ensure good
statistics.

The term “manageable size” also refers to
our concept of candidate list reduction. In
that case it means eliminating “obvious”
mismatches.

17 | Will the results of candidate list reduction in | We are still working out the details of this

second phase of test be reported? concept. The results will be reported when:
1) the ground rules have been agreed upon
based on feedback from vendors and
analysis by NIST, 2) vendors have had
adequate opportunity for implementing these
concepts, and 3) adequate tests have been
completed.

18 | Itis stated that ‘subsequent test may The answer is “yes” to both. Actually three
include multi-finger latent search’. Could options are under consideration: 1) two or
clarify the meaning of ‘multi-finger search’? | more images that are known to come from
Does it mean ‘single latent impressions of the same finger; 2) two or more images that
multiple fingers’ or ‘multiple impressions of might come from the same finger; 3) two or
one finger'? more images that are known to belong to

different fingers of the same subject.
See Figure 3, which indicates that such
testing would probably not occur before
2009.

19 | Disjoint, parallel enrolment and matching Noted.
should be allowed.

20 | [The earlier published] requirements on the | We have relaxed our enroliment and
enrolment speed appear to be somewhat execution times to (basically) accommodate
stringent. The CONOPS document states the most conservative estimates supplied by
that the software would run a PC with 2GB vendors.
of memory — which might prove be Regarding the hardware platforms, for now
adequate. However, PC’s with larger main we plan to use what we have in hand.
memory and disk space, and with fast disk
access, should be considered.

21 | Some of the search times appear to be It is true that some extreme combinations of
inordinately long when using extreme parameters suggest execution times of
values of parameters published by NIST. years. Of course these are unrealistic. NIST
What does NIST consider to be realistic would be reluctant to plan any single test
limits? whose execution time would be six (6)

months or more. Most testing should be
accomplished in significantly shorter time.

22 | As NIST continues to be involved in the M1 | Noted. We will consider this in the future. For

standards, is seems unusual that this SDK
API would not use the established M1
standards for data interchange. M1-381
supports raw, WSQ, and JPEG2K image file
formats, all of which would be usable in this
test. Although this isn’t an interoperability
test, this is a good opportunity to evaluate
and encourage the interchange capability
with M1-381. Perhaps NIST should
consider using these file formats directly

now, we would like to keep things simple.
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within the test.

23

You stated the software runs on a high
end PC ( 2 GByte RAM ). What kind
processor it is possibly (i.e., Core 2 Duo ,
Xenon, Athlon with XX Ghz ) ?

Section 9 of the CONOPS briefly discusses
the testing platforms. Since NIST has a
variety of types at its disposal, we cannot be
overly specific. Also, we do not encourage
vendors overly optimizing for a certain type of
processor.

24

The NIST 27 database has an error ( if this
is not already marked ): Number 34 is a
double entry.

Comment noted.

25

Regarding the maximum size of images, the
dimensions of some Validation Data Set
(tenprint) images exceed the maximum size
of the NIST standard (1.6"x1.5":= 800x756
pixels). Is it intentional?

The tenprint images used to create the
Validation Data Set come from SD29, and
some do in fact exceed both the
"recommended" dimensions and maximum
areas specified by NIST Special Pub 500-
245 (ANSI/NIST-ITL 1-2000), although this
was not intentional and is probably an artifact
of the scanning process. However, all of the
images used for ELFTO7 (including the
Validation Data Set) are within the range of
dimensions specified by the ELFT07 API
specification (section 1.2), which takes
precedence in this case.

26

We have found two mutually contradictory
statements:

(a) "The list should be sorted so as to
place the most promising candidate in the
number one position." (The second item of
the enumeration in the last page of
ConOps)

(b) "The specific ordering of the
candidates is not specified." (The last
sentence of the second paragraph in
page 8 of API Specification)

We are expecting to follow the first
statement, but just to make sure, am |
correct?

The revised ELFT07 API (March 21st 2007
edition) now states that a fixed length list of
50 candidates shall be returned, and that this
list shall be sorted in decreasing order by
matcher similarity score.

27

According to API Specification, it is required
to let NIST know in advance if an SDK has
dependencies on external supporting
libraries. What kind of information and in
what format do we need to supply to get
approved? Our DLL will have several
supporting libraries, as was the case in the
NIST Fingerprint SDK Testing.

Participants only need to let us know if they
are unable to supply us with these libraries
themselves. If it is possible to send them
along with the SDK, then that is OK. We
would however also prefer these extra
support libraries to be listed in the
documentation provided by the participant.

28

In the section 3.3 of API Specification, it
says that complete documentation of the
SDK shall be provided. What level of detail
does NIST expect? As far as we can tell
from the statements that follow, it seems to
be satisfactory enough if it contains the
definitions of all error and warning codes
(and nothing else), as long as the SDK is

Yes, the supporting documentation need not
be elaborate. Documentation of additional
error codes and other relevant information
that NIST needs to know to install and run
the SDK is all that is required.
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fully compliant with the specification.

29 | Regarding the NIST provided image We have never specified the precise format
extraction routines, we had understood from | for distributing the NIST provided image
the documents that these will be provided extraction functions. For the time being, we
as static library files. However the routines have chosen to distribute these routines in
now published on your Website is in form of | DLL form, without a static (.LIB) component.
a DLL file. Just to make sure that we This should not be a problem as most
understand correctly, will you be using this compilers we are aware of do not actually
same DLL file in the actual test of the need the .LIB to link in a DLL. If this is a
SDKs? Or will the SDKs be linked with LIB problem, please contact the ELFTO7 Test
files to the NIST provided routines? Liaison (latent@nist.gov).

30 | Why is the ROI parameter for latents not This change has been made in the revised
available during extraction? This parameter | ELFTO7 API (March 21st 2007 edition), and
is much more useful during extraction since | an ROI bitmask is now an optional parameter
it effectively handles segmentation of the to enroll_latent().
latent from the surrounding image. It is of
lesser use (or harder to use) during
matching.

31 | Will all latent probes be oriented ‘upright’? No.

32 | Are the filenames unique or will only the All tenprint filenames passed to
path name be unique? enroll_background() will be unique, even

absent the full pathname.

33 | Will the testing server have dual processors | Many, but not all, of our test machines are in
and/or will they be dual Core? If so, will the | fact dual processor, and yes the supplied
vendor be allowed to use multiple SDK may internally utilize both processors
processors? (via threads, etc.) where available. If your

SDK has the capability to utilize
multiprocessor PC architectures you must
inform the ELFO7 Test Liaison
(latent@nist.gov) of this fact.

34 | Will the background data have duplicates No, it is intended that each latent have only a
(same person, separate instance) such that | single corresponding mate in the
one probe can have multiple hits? background. If duplicates exist it is not

intentional, and the probability of this mistake
occurring is very low.

35 | Is there a maximum image dimension for Yes, refer to section 1.2 of the ELFTO7 API
the latent or exemplar? specification for details.

36 | Itis also not clear the why there is a You are referring to the date on a previous

deadline for withdrawing since it was
stated that no vendor names would be
released, only numbers, in this first
stage.

edition of the ELFTO7 Calendar labeled
“Deadline for Withdrawal From Test” which
was the same date as for submission of SDK
software & Validate Data set results. This
date no longer exists on the current ELFTQO7
Calendar, and Participants may withdraw at
any time prior to the start of Phase Il testing
(date yet to be announced) in order to have
their name removed from the ELFTO7 Final
Report (written at the completion of Phase II).
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37 | The ROI mask, as described above in the This change has been made in the revised
API, is passed to the SDK at the time of ELFTO7 API (March 21st 2007 edition), and
search. This, however, should also take an ROI bitmask is now an optional parameter
place at the time the latent image is to enroll_latent().
enrolled.

38 | The concept of operations document does The timing requirements for enroll_latent()
not describe the stage at which the function | are given in section 3.4 of the ELFT0O7 API
"enroll_latent" gets called. At present, there | document. The revised CONOPS document
are only two phases described in the test: also more clearly illustrates the 3 separate
Phase #1: Enrollment of the background phases of background enroliment, latent
Phase #2: Searching of the latent images enrollment, and latent image search.
vs. the enrolled background It is unclear as
to when the driver program makes a call to
the
"enroll_latent" function. We are concerned
about this from a timing standpoint, given
that the required times were specified only
for the background enrollment and search
phases.

We would prefer that times are specified for
each of the (three) phases, and that the
expectation that latent enrollment is a
distinct phase, separate from the search
phase, is well specified.

39 | The API specifications states that all No. Refer to section 1.2 of the ELFTO7 API
fingerprint images will vary from 150 to for the range of image dimensions of each
1000 pixels in both width and height. Does image type used in Phase | and Il of ELFTO7.
this apply to both the enrolled background
and the latent images?

40 | If access to the original images is required In the ELFTO7 API at the top of page 6 there
during the search process, for example to is a note which says:
invoke alternative matching algorithms on During subsequent calls to image_search()
specific images, how can this be the SDK is permitted to access the original
accomplished? If we store the RAW background images. To support this access,
images to the enrollment directory, this the path information supplied by filenames
becomes costly in terms of storage and regarding the original background images
recompression of images leads to lost of should be stored in the proprietary
image information. background set in enrollment_dir.

Essentially this is a both a suggestion, and a
promise that you WILL be able to access the
original AN2 (i.e. compressed) image files
during the execution of image_search(),
assuming that you've stored the path
information from the call to
enroll_background() in the enrolliment
directory.

41 | Itis unclear whether the firstindex is 0 or 1. | The statement "between 0 and N-1 inclusive"

On page 5 it states that it is 1 (maybe this is
a typo). Page 8 states that the range shall
be between 0 and N-1 inclusive. And the
validation dataset uses index O for the first
record in the readme.txt file. Could you
please clarify this critical point?

on pg. 8 of the ELFTO7 is incorrect . It
should actually say "between 1 and N
inclusive" because the first background
ten-print record shall have an implicit index of
1 (as specified on pg. 5, last line).

A change to the Validation Dataset’'s
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“readme.txt” file has also been made to
reflect the API's indexing scheme starting at
1 for the background ten-print records.

Note that the one exception to this rule is the
case where less than 50 candidates are
found, and “zeroized” CANDIDATE
structures

are used to "pad" out the candidate list to 50
(as specified on p.8, 2nd par.). In such a
case, the index value will actually be zero for
these essentially "null" candidates. These
cases (null candidates with index = 0) are
also exceptions to the rule on pg. 8 (5th par.),
about duplicate candidate list entries.
Duplicate candidate entries are permissible if
the ten-print index is 0 (i.e. null candidate
entries), otherwise they are forbidden.

42

| recall reading that all latents would not be
‘'upright’. There is a rotation range
parameter for the probe, however | would
think it is more common to have a rotation
offset and additionally a rotational range
around that offset. Perhaps this could be an
addition in the next phase of testing.

The latent image’s rotational offset is
implicitly upright (O degrees), and thus the
range we specify using the ‘rotation
parameter’ to enroll_latent() is relative to
upright. In other words, the actually rotation
may be anywhere in the range +/- “rotation
parameter” from upright.

43

Regarding ConOps, Section 8, “Test Data” :

For Phase IlI, will any latents (and/or ten-
print fingers) be mirror images?

For Phase | we have included a few mirror
images and contrast reversals, on an
“experimental basis.”

No final decision for Phase Il has been
made.

44

How does NIST define “mirror image?”
Does the result not depend upon the axes
about which the image is flipped?

We define the mirror image as “flipping”
(reflecting) the image about a vertical line
through the image center. (Any other axes of
reflection will also produce a mirror image,
though generally rotated from the above
definition.)
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